
5                                                                                               International Journal of Computer Security & Source Code Analysis 
                                                                                                                        (IJCSSCA), 2015, Vol1, Issue3, ISSN (O): 2454-5651 

Copyright © 2015 IJCSSCA |                                                         I. J. Comp. Security & Source Code Analysis, 2015, 1, , 05-09 

 
Abstract—In the current era of digital world a lot of important 

information are stored, transmitted and received over the 
internet. Security of this type of information is very important 
and interesting issue among researchers. Many types of security 
technique are used for secure transmission of the digital 
information over internet. Digital watermarking also plays a vital 
role in the process of authentication of the digital information 
over the internet. Digital watermarking provides content 
verification, enhancing the data security and preserving the 
image quality. 

This paper presents a survey of different techniques which are 
used in digital watermarking. Moreover this paper also presents 
properties and applications in the field of digital watermarking. 
 

Index Terms—Digital watermarking, Information hiding, 
Cryptography, Discrete Wavelet Transform, Discrete Cosine 
Transform and Discrete Fourier Transform. 

I. INTRODUCTION 

NFORMATIONsecurity is very crucial topic in today’s 

digital world. Information hiding is a part of information 
security.Information hiding can be categorized as 
cryptography, steganography, and watermark [1]. 
Cryptography is the process of converting data into a 
particular form so that it can only be read and process by 
which it is intended. Cryptography process is based on shared 
key concept. In steganography a secret message is embedded 
inside the image so that any third party cannot easily extract 
the secret message. Watermarking is used to embed a 
watermark inside digital images or files so that the 
unauthorized third party cannot extract the information.  This 
embedding is perform without noticeable altering of image 
itself and verifies the authenticity of the image.Watermarking 
is related to the steganography. In other words, watermarking 
is a special type of steganography. Main difference between 
watermarking and steganography is that the watermark is 
related to the host image or file but in steganography 
embedding image has no relation to the secret message. 

The word “Watermark” is derived from the German 

wordWessmark”. Andrew Tirkeland and Charles Osborne was 
first introduces the word “digital watermark” in their paper 

[2]in 1992 [3]. Watermark is an identifier that is embedded 
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inside the image for copyright protection. 
 
 
 
 
 
 
 
 
 
 

 
The term “digital watermark” was originally used in 

Japanese "denshisukashi" meaning, an "electronic watermark". 
Watermarking system model consists of three elements: 

embedder, communication channel and decoder.   Fig. 1 
shows the block diagram of watermarking system. The 
watermark generator generates a watermark “WO”with the 
help of secret watermark generator key “Kg” and then 
embedded this watermark inside the host image or by an 
embedder. The sender sends this watermarked image or file by 
communication channel. At the receiver side the detector 
extracts the original image by an extracting watermarking 
algorithm. The detector may need information coder (requires 
original signal “SO”) [4].  

In addition with content verification and copyright 
protection, digital watermarking also has applications in the 
other field. The application fields include medical field, 
publishing and broadcast monitoring, proof of ownership, 
fingerprinting, tamper detection. A digital watermark is a 
digital pattern embedded inside digital image. The digital 
watermark may be used as a digital signature for host image 
because the watermark is present in each copy of the host 
image.  

There are many types of watermarking methods. An 
effective watermarking method should be imperceptible, and 
robust to attacks and common image manipulations like 
rotation, scaling cropping etc. In general, the watermark 
contains the origin ownership, destination, copy control, 
transaction like information. Hence it is necessary that, the 
watermark must be difficult to remove. The Watermark should 
be in such a way that it is able to detect even the slightest 
modification in an image or file.  

This paper is organized as follows. Section 2 describes 
techniques of digital watermarking. Section 3 describes 
applications of digital watermarking. Section 4 describes 
various properties of watermarking. Finally section 5 
concludes this paper. 

Techniques of Digital Watermarking: A Review 
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Fig. 1.Watermarking embedding and extraction process 
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II. TECHNIQUES OF DIGITAL WATERMARKING 

In last few years, numerous categories of watermarking 
have been proposed based on different criteria.  

A. Classification of Digital Watermarking 

1) Based on document types 

According to type of documents, watermarking can be 
categorized into four types: text, audio, video and image. 

Text watermarking embeds watermark inside a text file to 

prevent unauthorized access and alteration of text. Text 

can be classified as: formatted text (typically Postscript, 

PDF or DOC formats) and raw unformatted ASCII text. 

An approach based on the slight adjustment of inter-word 

and inter-line spacing can be used to embed watermark 

inside the formatted text. At this time there is no known 

approach to embedded watermark inside the raw 

unformatted text. Audio watermarking embeds a digital 

watermark inside the audio file. Audio watermarking is a 
new technology that prevents unauthorized reproduction 

and redistribution of audio files. Frequencies outside the 

human audible range can be used to implement audio 

watermarking. In video watermarking the digital 

watermark is embedded inside the video stream. A very 

popular example of online video watermarking is the use 

of a logo or other distinguishing sign in each frame of 

video footage. In image watermarking the watermark is 

embedded inside the image. Image watermarking can be 

implemented in two ways: Spatial domain [5] and 

frequency domain watermarking [5].  

2) Based on detection process 
According to the detection process watermarking can be 
categorized as blind and non-blind watermarking. In blind 
watermarking the extraction algorithm needs the un-
watermarked original image for extraction process. It is a 
robust technique but its application is limited. In non-blind 
algorithm the extraction algorithm does not need the un-
watermarked original image for extraction process. It 
requires advanced technology for extraction and has a 
wide range of application [6]. 

3) Based on human perception 

According to the human perception, watermarking can be 
categorized into two types: visible and invisible 

watermarking.  

In visible watermarking, a visible logo is superimposed 

on the host image. Broadcaster’s logo such as DD, SONY, 

etc is on the right top corner of the television is a good 

example of visible watermark [1]. It is applicable only for 

images. Visible watermarking provides protection against 

static attack. Any unauthorized person cannot remove the 

watermark by cropping the centre part of the host image. 

Visible watermarking degrades the quality of host image.  

In invisible watermarking, an invisible watermark is 

hidden inside a host image. Invisible watermarking is used 
for content and author authentication. Fig. 2(a) shows the 

original Lena image, 2(b) shows the watermark 2(c) shows 

visible watermarked image and 2(d) show invisible 

watermarked image. Fig. 3(a) shows watermarked image 

and 3(b) shows the extracted watermark. It is shown 

infigure 3(b) that the visible watermarking degrades the 

quality of extracted watermark.  

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
4) Based on working domain 

According to the working domain, watermarking can be 

categorized into two types: spatial domain and frequency 

domain.  

In Spatial domain, watermarking is done by just 

changing the pixel values of the host image. Least 

Significant Bit (LSB) [7] is the most commonly used 

spatial domain watermarking. LSB is done by changing the 
least significant bit of the chosen pixels of the host image. 

The LSB of the host image can be easily replaced by large 

amount of watermark bits because the LSB of the image 

does not have visually significant information. It is 

simplest method and has low computational complexity. It 

is fragile in nature and mainly used for authentication 

purpose. 

Spatial domain can also be implemented using colour 

separation. In this type of approach, the watermark will 

visible in only one of the colour band.  

Frequency domain watermarking is done by first 
applying a transform like Fourier transform, cosine 

transform, wavelet transform on the coefficients of an 

image and then embeds the watermark to the values of its 

transform coefficients. After this apply the inverse 

transform to get the watermarked image. Frequency 

domain can be classified as DCT (Discrete Cosine 
Transform), DFT (Discrete Fourier Transform)and DWT 
(Discrete Wavelet Transform). This method has high 

 
 

 
 
Fig. 2.(a) The original Lena image (b) the watermarked image 
(c) the visible watermarked image (d) the invisible watermarked 
image 

 
 
 
 

 
 
Fig. 3.(a) The visible watermarked image(b) recovered watermark 
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computational cost. It is more robust as compare to spatial 

domain watermarking. It provides owner authentication. 

DCT represents the data in frequency domain. The DCT 

applies on the image or blocks of the image. The DCT 

transform of an input image “x”, is the image “y”. The 

transformed coefficient of an output image “y”can be 
given by an equation [12] refer to “(1)”. The input image 

“x” having pixel “P×Q” (“x (p,q)”is the intensity of the 

pixel in row “p” and column “q”) and “y(s,t)” is the DCT 

coefficient in row “s” and column “t” of the DCT matrix 

[8]. 
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After the DCT transform, embeds the watermark to the 

values of transform coefficients. The image “x” is 

reconstructed by performing inverse DCT transform 

according to an equation[12] refer to“(2)”. 
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Many standard audio, video and image compression 

method uses DCT. It is robust against simple image 

processing such as brightness and contrast adjustment, low 

pass filtering etc. Implementation of DCT is difficult and 

computationally more complex. DCT can be categorized as 
global DCT and block based DCT watermarking. 

DFT transforms an image from spatial domain to 
frequency domain. The DFT transform of an input image 
“x”, is the image “y”. The transformed coefficient of an 
output image “y” can be given by an equation [12] refer 
to“(3)”. The input image “x” having pixel “P×Q” (“x 
(p,q)” is the intensity of the pixel in row “p” and column 
“q”) and “y (s,t)” is the DFT coefficient in row “s” and 
column “t” of the DFT matrix. 
 

𝑦(𝑠, 𝑡) =
1

𝑃𝑄
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It provides copyright protection for owner.  

In DWT Waveletis special function in which energy is 

concentrated in time hence it is well suited for the analysis 

of transient, time- varying signals. In DWT input image is 

divided into four non overlapping multi resolution sub-
bands by filters [9]. The four sub-bands are LL1, LH1, 

HL1 and HH1. LL1 is the low frequency, HL1 and LH1 

are the middle frequency and HH1 is the high frequency 

sub-band.  Most of the energy is concentrated at the lowest 

frequency sub-band LL1. Therefore watermark embedding 

in the LL1 sub-band may degrades the image quality. The 

HH1 sub-band has high frequency components therefore it  

 

 
 

 

 

 

 

 

 

 

 

 

 

 
 

includes edges and texture of the image. Human eye is not 

sensitive to capture the changes in this sub–band. Many of 

the DWT watermarking algorithms adopt a compromise 

and embed the watermark in the LH1 or HL1 sub-bands 

[10] [11]. After this apply the inverse DWT transform to 

get the watermarked image. Fig. 3 shows single level 

DWT. DWT can also apply inmulti levels. In the multi-

level DWT one of the four sub-bands can further sub 

divided into four sub-bands. Fig. 4 shows multi-level 

DWT. 
5) Other research work 

Many techniques also have been implemented in the area 

of digital watermarking. 

A combined DWT-DCT digital image watermarking 

algorithmhas been presented by Ali-Al-Haj [12]. 

Embedding of Watermark is done in the first and second 

level DWT Sub-bands of the host image. Then apply 

application of DCT on the selected DWT sub-bands. This 

combined approach enhanced the performance of DWT 

approach with a great deal. 

A digital watermarking algorithm for copyright 

protection that based on the concept of modifying 
frequency coefficients in DWT [13]has been proposed by 

Abou Ella Hassanien. This method embeds watermark into 

the detail wavelet coefficients of the host image using a 

key. This method generates the key at random. The key is 

employed to the precise locations called chose where 

watermark needs to be embedded. Performance of this 

proposed algorithm is robust to a broad range of signal 

distortions including geometric transformations, JPEG, 

noises and image cropping. 

Cox et al. have been proposed a watermarking algorithm 
based on DCT using the idea of spread spectrum [14]. In 
this method the host image is considered as the 
communication channel and the watermark is considered 
as a signal to be transmitted. In general, the watermarks 
can be appended inside the wavelet coefficients using the 
spread-spectrum method. 

A multipurpose watermarking scheme 
has been presented by Lu et al. This method can be applied 
to attain both protection of multimedia data and authentic- 

 
Fig. 3.Single level DWT 

 
Fig. 4.Multilevel DWT 
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ation [15]. 
Chiu et al.have been proposed a technique which embeds a 

watermark inside a color image. This method embeds the 
watermark bycoding and synchronization of coefficient. This 
method uses coefficient-value peak locations in the DFT 
domain [16]. 

III. APPLICATIONS OF DIGITAL WATERMARKING 

Digital watermarking has a lot of applications. The 
application fields as follow [17] and [18]: 

A. Broadcasting Monitoring 

Insert a unique watermark inside the video file and audio 
clip prior to their broadcasting. Use of watermark during 
broadcasting provides content authentication and copyright 
ownership. A visible watermark on the corner of the television 
picture is a good example of watermarking in the field of 
broadcasting.  

B. Fingerprinting 

A fingerprint or distinct watermark should be inserted in 
each copy of the data. If any unauthorized copies are received 
then it can be easily detected by fingerprint or watermark. In 
this way it can avoid unauthorized distribution and 
duplication. 

C. Medical Application 

Name of the patient and disease can be used as a visible 
watermark in the X-Ray and MRI reports. The visible 
watermark on the X-Ray and MRI reports can easily solve the 
problem of mixing of two patient’s reports [19]. Uses of 
invisible watermark inside the medical image or file can 
detection any modification during online transmission. 

D. Copyright Protection 

Copyright content can be used as watermark inside the 
digital data. Detection of duplicate data can be easily done by 
copyright protection of digital data. It provides ownership 
authentication.  

IV. PROPERTIES OF DIGITAL WATERMARKING 

Thereare many properties that a watermarking system 
holds. The properties are as follows [20], [21]: 

A. Robustness 

Robustness of a watermarking system stands against image 

processing and piracy attacks. In other words robustness is the 

capacity of a watermarking system to survive during 

manipulation or attacks. There are many ways to develop a 

robust watermarking system.  

B. Security 

Security of watermark is major concern in watermarking 
system. Therefore the watermark must be undetected by any 
unauthorized access.  Most of the watermarking system uses 
secret key for embedding and extraction process. Watermark 
system uses three keys: public key, private key and detection 
key.  

C. Data Payload 

Data payload defines as the capacity of watermarking 
system. It describes the maximum amount of data or 
watermark that can be embedded inside the host image so that 
it cannot degrade quality of image.  

D. Computational Complexity 

It describes the amount of time that a watermarking system 
consumes to embed and extract the watermark. More 
computational complexity is needed to ensure validity and 
security of watermark.  

E. Invisibility 

Invisible watermark is a good example of information 
hiding. The invisible watermark can be accessed by an 
authorized party only. Invisible watermark are used for 
detecting piracy and for content and author verification.  

F. Fidelity 

Imperceptibility of watermark or perceptual transparency is 
known as fidelity. It defines as a perceptual similarity between 
watermarked and un-watermarked image.  

V. CONCLUSION 

Purpose of this paper is to present review of digital 
watermarking techniques and application. A digital watermark 
is an identifier, embedded inside a file or image. It provides 
copyright protection of data and user authentication.  It 
provides ultimate fairness and credibility in the field of 
information hiding. Watermark restoration is the major 
problem in digital watermarking.  

In the today’s digital word most of the researchers are 
interested in the field of digital image watermarking.  Among 
all the other watermarking techniques the transform domain 
techniques are widely used. Techniques based on DCT are 
mostly used among other transform domain techniques.  

It is conclude that digital watermarking has broad categories 
of watermarking techniques. All the techniques have their 
advantages and limitations. Digital watermarking also has 
broad area of applications in real time environment.   
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